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[bookmark: _Toc11766963]Introduction
Azure SQL Database offers an easy several-clicks solution to scale database instances when more resources are needed. This is one of the strengths of PaaS, you pay for only what you use and if you need more or less, it's easy to make the change. A current limitation, however, is that the scaling operation is a manual one. Some service tiers don’t support auto-scaling as some of us would expect.
Azure SQL offers a tier which auto-scales depending on its usage pattern called Azure SQL Database serverless. This is a great option to take into account if your current workload uses the General Purpose standard architecture or Hyperscale. Having said that, serverless does not offer Business Critical levels of performance or tiers such as Memory Optimized and DC-series.
Using the power of Azure we can set up a workflow that auto-scales an Azure SQL Database instance to the next immediate tier when a specific condition is met. For example: what if you could auto-scale the database as soon as it goes over 85% CPU usage for a sustained period of 5 minutes? This whitepaper walks through an option that uses Automation runbooks and Azure Monitor Alerts to achieve that.
In addition, the script developed here provides an algorithm useful to scale up and down at specific times during the day. The runbook can be scheduled to run and hardcoded values for a specific database can be set to achieve the same results.



[bookmark: _Toc11766964]General Guidelines
Supported SKUs: this script supports DTU, General Purpose/Business Critical provisioned Gen 5 compute and Hyperscale Gen 5 standard series compute. Other tiers such as Hyperscale Premium/Memory-optimized series, Fsv2 and DC series are not supported. Keep in mind these are not supported in the script itself, but the logic presented below can scale any tier given the tier’s names are hardcoded in the arrays provided in the script. This is, you can refer to this article for your specific SKU and modify the script (i.e. Gen5 array) to suit it to that tier.
 
	Important: every time any part of the setup asks if the Common Alert Schema (CAS) should be enabled, select Yes. The script used in this tutorial assumes the CAS will be used for the alerts triggering it.
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This script also offers some initial modifications, explained below:
· Line 128 is an artificial time delay. When the alert is triggered the first time because the condition has been met, it performs the scale up operation as expected. When the condition is no longer met (imagine CPU is no longer over 50% which was the condition initially), the alert will be automatically marked as resolved and this runs the runbook again, with the difference that this time, it will go into the second part of the script that scales down.
It might be desired to not scale down as soon as the alert is resolved, since a scale up will reset the resource usage and there’s a risk of a condition not being met just by virtue of the time taken since the scale up ends. In this case, this artificial time limit can be used to choose how much time to wait before the scale down occurs (if at all) after the alert has been marked as resolved.
· There are 3 Boolean flags on lines 8-10 which allow to select which scale down operation to use: only scale up, only scale down or scale both up and down.
· The script contains 2 ways of scaling down.
· #1 involves inverting the logic of the scale up operation, and is included (and commented by default) in between lines 130 -> 169. This is commented by default since the main objective of the article is to provide an automatic scale up and down mechanism in the simplest way possible. But its acknowledged that this article can also be used to scale up and down on a schedule and thus it might be needed to separate the scale up and down logics into separate script. The scale down inverted logic commented in between those lines is provided as additional logic in case it’s needed.
· #2 is the main way of scaling down, which involves the scale up operation creating a variable during the first run on lines 88 and 116 and then using that variable in lines 171 -> 173.
· #1 and #2 are interchangeable and will achieve the same result. The only other thing to consider for #2 is that the Automation Account’s name must be hardcoded into the commands on lines 88, 116, 171 and 173 because it can’t be programmatically obtained. 
[image: ]
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Empirical Overview
[image: Diagram, schematic

Description automatically generated]




SQL Database triggers an alert based on a specific condition, then the alert triggers a runbook and passes to it a webhook with data from the SQL Database that fired it, which allows the runbook to connect using its Managed Service Identity to Azure Resource Manager and use the webhook’s data to read the metadata from the SQL Database and decide which tier it should be scaled up or down to.
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Configurations 
[bookmark: _Toc3750506]Step #1: deploy Azure Automation account
The scale operation will be executed by a PowerShell runbook inside of an Azure Automation account. Search Automation in the Azure Portal search bar and create a new Automation account. Make sure to create a Managed Identity for the automation account while doing this: 
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After the automation account is created, add the system assigned managed identity as contributor on the server, so the scripts get the permissions to scale up and down the databases in a particular server.
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Step #2: create scaling runbook
With our Automation account deployed and with rights to our Azure SQL Server, we are now ready to create the script. Create a new runbook and copy the code below:
[image: Graphical user interface, application
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The script attached uses Webhook data passed from the alert. This data contains useful information about the resource the alert gets triggered from, which means the script can auto-scale any database and no parameters are needed; it only needs to be called from an alert using the Common Alert Schema on an Azure SQL database.
Copy the contents of the script file attached and paste it into the new runbook, save it and click Publish.
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Step #3: create Azure Monitor Alert to trigger the Automation runbook
 
On your Azure SQL Database, create a new alert rule:
[image: Graphical user interface, text, application, chat or text message
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The next blade will require several different setups:
1. Scope of the alert: this will be auto populated if +New Alert Rule was clicked from within the database itself.
2. Condition: when should the alert get triggered by selecting a signal and defining its logic.
3. Actions: when the alert gets triggered, what will happen?
Condition
For this example, the alert will monitor the CPU consumption every 1 minute. When the average goes over 85%, the alert will be triggered:
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Other conditions can also be used, like for example Log IO or workers percentage, that can help monitor parallelism impact:
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Actions 
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After the signal logic is created, we need to tell the alert what to do when it gets fired. We will do this with an action group. When creating a new action group, two tabs will help us configure sending an email and triggering the runbook:
Notifications
[image: A screenshot of a computer
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Actions
Select your subscription, automation account and runbook previously created:
[image: A screenshot of a computer

Description automatically generated with medium confidence]
After saving the action group, add the remaining details to the alert.
 
[bookmark: _Toc11766971]That's it! The alert is now enabled and will auto-scale the database when fired. The runbook will be executed twice per alert: once when fired and another when resolved, and depending on the Boolean flag chosen will scale up, down or both.
5 Feedback and suggestions
If you have feedback or suggestions for improving this data migration asset, please contact the Databases SQL Ninja Engineering Team (datasqlninja@microsoft.com). Thanks for your support!
Note: For additional information about migrating various source databases to Azure, see the Azure Database Migration Guide.
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param
(
[Parameter (Mandatory=$false)]
[object] $WebhookData

#Boolean flags
$ScaleOnlyUp = $false
$ScaleOnlyDown = $false
$ScaleUpAndDown = $true

# If there is webhook data coming from an Azure Alert, go into the workflow.
if ($webhookData)m

# Get the data object from WebhookData

$WebhookBody = (ConvertFrom-Json -InputObject $WebhookData.RequestBody)

# Get the info needed to identify the SQL database (depends on the payload schema)
$schemald = $WebhookBody.schemalId
Write-Verbose "schemald: $schemald" -Verbose
if ($schemald -eq "azureMonitorCommonAlertSchema") {
# This is the common Metric Alert schema (released March 2019)
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param

(

    [Parameter (Mandatory=$false)]

    [object] $WebhookData

)



#Boolean flags

$ScaleOnlyUp = $false

$ScaleOnlyDown = $false

$ScaleUpAndDown = $true



# If there is webhook data coming from an Azure Alert, go into the workflow.

if ($WebhookData){

    # Get the data object from WebhookData

    $WebhookBody = (ConvertFrom-Json -InputObject $WebhookData.RequestBody)



    # Get the info needed to identify the SQL database (depends on the payload schema)

    $schemaId = $WebhookBody.schemaId

    Write-Verbose "schemaId: $schemaId" -Verbose

    if ($schemaId -eq "azureMonitorCommonAlertSchema") {

        # This is the common Metric Alert schema (released March 2019)

        $Essentials = [object] ($WebhookBody.data).essentials

        Write-Output $Essentials

        # Get the first target only as this script doesn't handle multiple

        $alertTargetIdArray = (($Essentials.alertTargetIds)[0]).Split("/")

        $SubId = ($alertTargetIdArray)[2]

        $ResourceGroupName = ($alertTargetIdArray)[4]

        $ResourceType = ($alertTargetIdArray)[6] + "/" + ($alertTargetIdArray)[7]

        $ServerName = ($alertTargetIdArray)[8]

        $DatabaseName = ($alertTargetIdArray)[-1]

        $status = $Essentials.monitorCondition

    }

    else{

        # Schema not supported

        Write-Error "The alert data schema - $schemaId - is not supported."

    }



    # Ensures you do not inherit an AzContext in your runbook

    Disable-AzContextAutosave -Scope Process | Out-Null



    # Connect using a Managed Service Identity

    try {

            $AzureContext = (Connect-AzAccount -Identity).context

        }

    catch{

            Write-Output "There is no system-assigned user identity. Aborting."; 

            exit

        }



    # set and store context

    $AzureContext = Set-AzContext -SubscriptionName $AzureContext.Subscription `

        -DefaultProfile $AzureContext



    Write-Output "Using system-assigned managed identity"



    # Because Azure SQL tiers cannot be obtained programatically, we need to hardcode them as below.

    # The 3 arrays below make this runbook support the DTU tier and the provisioned compute tiers, on Generation 4 and 5 and

    # for both General Purpose and Business Critical tiers.



    $DtuTiers = @('Basic','S0','S1','S2','S3','S4','S6','S7','S9','S12','P1','P2','P4','P6','P11','P15')

    $Gen5Cores = @('2','4','6','8','10','12','14','16','18','20','24','32','40','80','128')

        

    # If the alert that triggered the runbook is Activated or Fired, it means we want to autoscale the database.

    # When the alert gets resolved, the runbook will be triggered again but because the status will be Resolved, no autoscaling will happen.

    if (($status -eq "Activated") -or ($status -eq "Fired") -And ($ScaleOnlyUp -or $ScaleUpAndDown))

    {

        Write-Output "resourceType: $ResourceType"

        Write-Output "resourceName: $DatabaseName"

        Write-Output "serverName: $ServerName"

        Write-Output "resourceGroupName: $ResourceGroupName"

        Write-Output "subscriptionId: $SubId"



        # Gets the current database details, from where we'll capture the Edition and the current service objective.

        # With this information, the below if/else will determine the next tier that the database should be scaled to.

        # Example: if DTU database is S6, this script will scale it to S7. This ensures the script continues to scale up the DB in case CPU keeps reaching 100%.



        $currentDatabaseDetails = Get-AzSqlDatabase -ResourceGroupName $ResourceGroupName -DatabaseName $DatabaseName -ServerName $ServerName



        if (($currentDatabaseDetails.Edition -eq "Basic") -Or ($currentDatabaseDetails.Edition -eq "Standard") -Or ($currentDatabaseDetails.Edition -eq "Premium"))

        {

            Write-Output "Database is DTU model."

            if ($currentDatabaseDetails.CurrentServiceObjectiveName -eq "P15") {

                Write-Output "DTU database is already at highest tier (P15). Suggestion is to move to Business Critical vCore model with 32+ vCores."

            } else {

                for ($i=0; $i -lt $DtuTiers.length; $i++) {

                    if ($DtuTiers[$i].equals($currentDatabaseDetails.CurrentServiceObjectiveName)) {

                        Set-AzSqlDatabase -ResourceGroupName $ResourceGroupName -DatabaseName $DatabaseName -ServerName $ServerName -RequestedServiceObjectiveName $DtuTiers[$i+1]

                        New-AzAutomationVariable -AutomationAccountName "jucalder" -Name "PreviousSloValue" -Encrypted $False -Value $currentDatabaseDetails.CurrentServiceObjectiveName -ResourceGroupName $ResourceGroupName

                        break

                    }

                }

            }

        } else {

            Write-Output "Database is vCore model."



            $currentVcores = ""

            $currentTier = $currentDatabaseDetails.CurrentServiceObjectiveName.SubString(0,8)

            $coresArrayToBeUsed = $Gen5Cores

            try {

                $currentVcores = $currentDatabaseDetails.CurrentServiceObjectiveName.SubString(8,3)

            } catch {

                try {

                    $currentVcores = $currentDatabaseDetails.CurrentServiceObjectiveName.SubString(8,2)

                } catch {

                    $currentVcores = $currentDatabaseDetails.CurrentServiceObjectiveName.SubString(8,1)

                }

            }



            if ($currentVcores -eq $coresArrayToBeUsed[$coresArrayToBeUsed.length]) {

                Write-Output "vCore database is already at highest number of cores. Suggestion is to optimize workload."

            } else {

                for ($i=0; $i -lt $coresArrayToBeUsed.length; $i++) {

                    if ($coresArrayToBeUsed[$i] -eq $currentVcores) {

                        $newvCoreCount = $coresArrayToBeUsed[$i+1]

                        Set-AzSqlDatabase -ResourceGroupName $ResourceGroupName -DatabaseName $DatabaseName -ServerName $ServerName -RequestedServiceObjectiveName "$currentTier$newvCoreCount"

                        New-AzAutomationVariable -AutomationAccountName "jucalder" -Name "PreviousSloValue" -Encrypted $False -Value "$currentTier$currentVcores" -ResourceGroupName $ResourceGroupName

                        break

                    }

                }

            }

        }

    } else {

        if ($ScaleOnlyDown -or $ScaleUpAndDown) {

            # The delay below helps in case its desired to NOT scale down the runbook inmediatly

            # after the alert is marked as Resolved (condition is no longer met i.e. CPU is no longer over X%)

            # see more details on general guidelines section of the document.



            Start-Sleep -Seconds 30



            <#$currentDatabaseDetails = Get-AzSqlDatabase -ResourceGroupName $ResourceGroupName -DatabaseName $DatabaseName -ServerName $ServerName



            if (($currentDatabaseDetails.Edition -eq "Basic") -Or ($currentDatabaseDetails.Edition -eq "Standard") -Or ($currentDatabaseDetails.Edition -eq "Premium"))

            {

                Write-Output "Database is DTU model."

                if ($currentDatabaseDetails.CurrentServiceObjectiveName -eq "S0") {

                    Write-Output "DTU database is already at lowest tier."

                } else {

                    for ($i = ($DtuTiers.length - 1); $i -gt 1; $i--) {

                        if ($DtuTiers[$i].equals($currentDatabaseDetails.CurrentServiceObjectiveName)) {

                            Set-AzSqlDatabase -ResourceGroupName $ResourceGroupName -DatabaseName $DatabaseName -ServerName $ServerName -RequestedServiceObjectiveName $DtuTiers[$i-1]

                            break

                        }

                    }

                }

            } else {

                Write-Output "Database is vCore model."



                $currentVcores = ""

                $currentTier = $currentDatabaseDetails.CurrentServiceObjectiveName.SubString(0,8)

                $coresArrayToBeUsed = $Gen5Cores

                

                try {

                    $currentVcores = $currentDatabaseDetails.CurrentServiceObjectiveName.SubString(8,2)

                } catch {

                    $currentVcores = $currentDatabaseDetails.CurrentServiceObjectiveName.SubString(8,1)

                }



                if ($currentVcores -eq $coresArrayToBeUsed[0]) {

                    Write-Output "vCore database is already at lowest number of vCores."

                } else {

                    for ($i = ($Gen5Cores.length - 1); $i -gt 1; $i--) {

                        if ($coresArrayToBeUsed[$i] -eq $currentVcores) {

                            $newvCoreCount = $coresArrayToBeUsed[$i-1]

                            Set-AzSqlDatabase -ResourceGroupName $ResourceGroupName -DatabaseName $DatabaseName -ServerName $ServerName -RequestedServiceObjectiveName "$currentTier$newvCoreCount"

                            break

                        }

                    }

                }

            }#>



            $Variable = Get-AzAutomationVariable -AutomationAccountName "jucalder" -Name "PreviousSloValue" -ResourceGroupName $ResourceGroupName

            Set-AzSqlDatabase -ResourceGroupName $ResourceGroupName -DatabaseName $DatabaseName -ServerName $ServerName -RequestedServiceObjectiveName $Variable.value

            Remove-AzAutomationVariable -AutomationAccountName "jucalder" -Name "PreviousSloValue" -ResourceGroupName $ResourceGroupName

        }

    }

}
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